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a copy of the clause(s), justification for
its use, and evidence of legal counsel
review to the CPO in accordance with
(HSAR) 48 CFR 3001.304 for possible in-
clusion in the HSAR.

(B) Provisions and clauses used on a
one-time basis (i.e., non-standard pro-
visions and clauses) may be approved
by the contracting officer, unless a
higher level is designated by the Com-
ponent. This authority is subject to:

(1) Evidence of legal counsel review
in the contract file;

(2) Inserting these clauses in the ap-
propriate sections of the uniform con-
tract format; and

(3) Ensuring the provisions and
clauses do not deviate from the re-
quirements of the FAR and HSAR.

[68 FR 67871, Dec. 4, 2003, as amended at 71
FR 48802, Aug. 22, 2006]

Subpart 3052.2—Text of Provisions
and Clauses

3052.204-70 Security requirements for
unclassified information technology
resources.

As prescribed in (HSAR) 48 CFR
3004.470-3, insert a clause substantially
the same as follows:

SECURITY REQUIREMENTS FOR UNCLASSIFIED
INFORMATION TECHNOLOGY RESOURCES (JUN
2006)

(a) The Contractor shall be responsible for
Information Technology (IT) security for all
systems connected to a DHS network or op-
erated by the Contractor for DHS, regardless
of location. This clause applies to all or any
part of the contract that includes informa-
tion technology resources or services for
which the Contractor must have physical or
electronic access to sensitive information
contained in DHS unclassified systems that
directly support the agency’s mission.

(b) The Contractor shall provide, imple-
ment, and maintain an IT Security Plan.
This plan shall describe the processes and
procedures that will be followed to ensure
appropriate security of IT resources that are
developed, processed, or used under this con-
tract.

(1) Within  [“insert number of days’]
days after contract award, the contractor
shall submit for approval its IT Security
Plan, which shall be consistent with and fur-
ther detail the approach contained in the
offeror’s proposal. The plan, as approved by
the Contracting Officer, shall be incor-
porated into the contract as a compliance
document.

48 CFR Ch. 30 (10-1-10 Edition)

(2) The Contractor’s IT Security Plan shall
comply with Federal laws that include, but
are not limited to, the Computer Security
Act of 1987 (40 U.S.C. 1441 et seq.); the Gov-
ernment Information Security Reform Act of
2000; and the Federal Information Security
Management Act of 2002; and with Federal
policies and procedures that include, but are
not limited to, OMB Circular A-130.

(3) The security plan shall specifically in-
clude instructions regarding handling and
protecting sensitive information at the Con-
tractor’s site (including any information
stored, processed, or transmitted using the
Contractor’s computer systems), and the se-
cure management, operation, maintenance,
programming, and system administration of
computer systems, networks, and tele-
communications systems.

(c) Examples of tasks that require security
provisions include—

(1) Acquisition, transmission or analysis of
data owned by DHS with significant replace-
ment cost should the contractor’s copy be
corrupted; and

(2) Access to DHS networks or computers
at a level beyond that granted the general
public (e.g., such as bypassing a firewall).

(d) At the expiration of the contract, the
contractor shall return all sensitive DHS in-
formation and IT resources provided to the
contractor during the contract, and certify
that all non-public DHS information has
been purged from any contractor-owned sys-
tem. Components shall conduct reviews to
ensure that the security requirements in the
contract are implemented and enforced.

(e) Within 6 months after contract award,
the contractor shall submit written proof of
IT Security accreditation to DHS for ap-
proval by the DHS Contracting Officer. Ac-
creditation will proceed according to the cri-
teria of the DHS Sensitive System Policy
Publication, 4300A (Version 2.1, July 26, 2004)
or any replacement publication, which the
Contracting Officer will provide upon re-
quest. This accreditation will include a final
security plan, risk assessment, security test
and evaluation, and disaster recovery plan/
continuity of operations plan. This accredi-
tation, when accepted by the Contracting Of-
ficer, shall be incorporated into the contract
as a compliance document. The contractor
shall comply with the approved accredita-
tion documentation.

(End of clause)

[71 FR 25772, May 2, 2006]

3052.204-71 Contractor employee ac-
cess.

As prescribed in (HSAR) 48 CFR
3004.470-3(b), insert a clause substan-
tially the same as follows with appro-
priate alternates:
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CONTRACTOR EMPLOYEE ACCESS (JUN 2006)

(a) ““Sensitive Information,” as used in this
Chapter, means any information, the loss,
misuse, disclosure, or unauthorized access to
or modification of which could adversely af-
fect the national or homeland security inter-
est, or the conduct of Federal programs, or
the privacy to which individuals are entitled
under section 552a of title 5, United States
Code (the Privacy Act), but which has not
been specifically authorized under criteria
established by an Executive Order or an Act
of Congress to be kept secret in the interest
of national defense, homeland security or
foreign policy. This definition includes the
following categories of information:

(1) Protected Critical Infrastructure Infor-
mation (PCII) as set out in the Critical Infra-
structure Information Act of 2002 (Title II,
Subtitle B, of the Homeland Security Act,
Pub. L. 107-296, 196 Stat. 2135), as amended,
the implementing regulations thereto (Title
6, Code of Federal Regulations, part 29) as
amended, the applicable PCIlI Procedures
Manual, as amended, and any supplementary
guidance officially communicated by an au-
thorized official of the Department of Home-
land Security (including the PCIl Program
Manager or his/her designee);

(2) Sensitive Security Information (SSI),
as defined in Title 49, Code of Federal Regu-
lations, part 1520, as amended, ‘“‘Policies and
Procedures of Safeguarding and Control of
SSI,”” as amended, and any supplementary
guidance officially communicated by an au-
thorized official of the Department of Home-
land Security (including the Assistant Sec-
retary for the Transportation Security Ad-
ministration or his/her designee);

(3) Information designated as ‘‘For Official
Use Only,”” which is unclassified information
of a sensitive nature and the unauthorized
disclosure of which could adversely impact a
person’s privacy or welfare, the conduct of
Federal programs, or other programs or op-
erations essential to the national or home-
land security interest; and

(4) Any information that is designated
‘‘sensitive’” or subject to other controls,
safeguards or protections in accordance with
subsequently adopted homeland security in-
formation handling procedures.

(b) “Information Technology Resources”
include, but are not limited to, computer
equipment, networking equipment, tele-
communications equipment, cabling, net-
work drives, computer drives, network soft-
ware, computer software, software programs,
intranet sites, and internet sites.

(c) Contractor employees working on this
contract must complete such forms as may
be necessary for security or other reasons,
including the conduct of background inves-
tigations to determine suitability. Com-
pleted forms shall be submitted as directed
by the Contracting Officer. Upon the Con-
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tracting Officer’s request, the Contractor’s
employees shall be fingerprinted, or subject
to other investigations as required. All con-
tractor employees requiring recurring access
to Government facilities or access to sen-
sitive information or IT resources are re-
quired to have a favorably adjudicated back-
ground investigation prior to commencing
work on this contract unless this require-
ment is waived under Departmental proce-
dures.

(d) The Contracting Officer may require
the contractor to prohibit individuals from
working on the contract if the government
deems their initial or continued employment
contrary to the public interest for any rea-
son, including, but not limited to, careless-
ness, insubordination, incompetence, or se-
curity concerns.

(e) Work under this contract may involve
access to sensitive information. Therefore,
the Contractor shall not disclose, orally or
in writing, any sensitive information to any
person unless authorized in writing by the
Contracting Officer. For those contractor
employees authorized access to sensitive in-
formation, the contractor shall ensure that
these persons receive training concerning
the protection and disclosure of sensitive in-
formation both during and after contract
performance.

(f) The Contractor shall include the sub-
stance of this clause in all subcontracts at
any tier where the subcontractor may have
access to Government facilities, sensitive in-
formation, or resources.

(End of clause)

Alternate 1 (JUN 2006) When the con-
tract will require contractor employees
to have access to Information Tech-
nology (IT) resources, add the fol-
lowing paragraphs:

(g9) Before receiving access to IT resources
under this contract the individual must re-
ceive a security briefing, which the Con-
tracting Officer’s Technical Representative
(COTR) will arrange, and complete any non-
disclosure agreement furnished by DHS.

(h) The contractor shall have access only
to those areas of DHS information tech-
nology resources explicitly stated in this
contract or approved by the COTR in writing
as necessary for performance of the work
under this contract. Any attempts by con-
tractor personnel to gain access to any infor-
mation technology resources not expressly
authorized by the statement of work, other
terms and conditions in this contract, or as
approved in writing by the COTR, is strictly
prohibited. In the event of violation of this
provision, DHS will take appropriate actions
with regard to the contract and the indi-
vidual(s) involved.
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(i) Contractor access to DHS networks
from a remote location is a temporary privi-
lege for mutual convenience while the con-
tractor performs business for the DHS Com-
ponent. It is not a right, a guarantee of ac-
cess, a condition of the contract, or Govern-
ment Furnished Equipment (GFE).

(J) Contractor access will be terminated for
unauthorized use. The contractor agrees to
hold and save DHS harmless from any unau-
thorized use and agrees not to request addi-
tional time or money under the contract for
any delays resulting from unauthorized use
or access.

(k) Non-U.S. citizens shall not be author-
ized to access or assist in the development,
operation, management or maintenance of
Department IT systems under the contract,
unless a waiver has been granted by the Head
of the Component or designee, with the con-
currence of both the Department’s Chief Se-
curity Officer (CSO) and the Chief Informa-
tion Officer (CIO) or their designees. Within
DHS Headquarters, the waiver may be grant-
ed only with the approval of both the CSO
and the CIO or their designees. In order for
a waiver to be granted:

(1) The individual must be a legal perma-
nent resident of the U.S. or a citizen of Ire-
land, Israel, the Republic of the Philippines,
or any nation on the Allied Nations List
maintained by the Department of State;

(2) There must be a compelling reason for
using this individual as opposed to a U.S. cit-
izen; and

(3) The waiver must be in the best interest
of the Government.

(I) Contractors shall identify in their pro-
posals the names and citizenship of all non-
U.S. citizens proposed to work under the
contract. Any additions or deletions of non-
U.S. citizens after contract award shall also
be reported to the contracting officer.

(End of clause)

Alternate Il (JUN 2006) When the De-
partment has determined contract em-
ployee access to sensitive information
or Government facilities must be lim-
ited to U.S. citizens and lawful perma-
nent residents, but the contract will
not require access to IT resources, add
the following paragraphs:

(g9) Each individual employed under the
contract shall be a citizen of the United
States of America, or an alien who has been
lawfully admitted for permanent residence
as evidenced by a Permanent Resident Card
(USCIS 1-551). Any exceptions must be ap-
proved by the Department’s Chief Security
Officer or designee.

(h) Contractors shall identify in their pro-
posals, the names and citizenship of all non-
U.S. citizens proposed to work under the
contract. Any additions or deletions of non-

48 CFR Ch. 30 (10-1-10 Edition)

U.S. citizens after contract award shall also
be reported to the contracting officer.

(End of clause)

[71 FR 25773, May 2, 2006, as amended at 71
FR 48802, Aug. 22, 2006]

3052.209-70 Prohibition on contracts
with corporate expatriates.

As prescribed at (HSAR) 48 CFR
3009.104-75, insert the following clause:

PROHIBITION ON CONTRACTS WITH CORPORATE
EXPATRIATES (JUN 2006)

(a) Prohibitions. Section 835 of the Home-
land Security Act, 6 U.S.C. 395, prohibits the
Department of Homeland Security from en-
tering into any contract with a foreign in-
corporated entity which is treated as an in-
verted domestic corporation as defined in
this clause, or with any subsidiary of such an
entity. The Secretary shall waive the prohi-
bition with respect to any specific contract
if the Secretary determines that the waiver
is required in the interest of national secu-
rity.

(b) Definitions. As used in this clause:

Expanded Affiliated Group means an affili-
ated group as defined in section 1504(a) of the
Internal Revenue Code of 1986 (without re-
gard to section 1504(b) of such Code), except
that section 1504 of such Code shall be ap-
plied by substituting ‘more than 50 percent’
for ‘at least 80 percent’ each place it appears.

Foreign Incorporated Entity means any enti-
ty which is, or but for subsection (b) of sec-
tion 835 of the Homeland Security Act, 6
U.S.C. 395, would be, treated as a foreign cor-
poration for purposes of the Internal Rev-
enue Code of 1986.

Inverted Domestic Corporation. A foreign in-
corporated entity shall be treated as an in-
verted domestic corporation if, pursuant to a
plan (or a series of related transactions)—

(1) The entity completes the direct or indi-
rect acquisition of substantially all of the
properties held directly or indirectly by a do-
mestic corporation or substantially all of the
properties constituting a trade or business of
a domestic partnership;

(2) After the acquisition at least 80 percent
of the stock (by vote or value) of the entity
is held—

(i) In the case of an acquisition with re-
spect to a domestic corporation, by former
shareholders of the domestic corporation by
reason of holding stock in the domestic cor-
poration; or

(ii) In the case of an acquisition with re-
spect to a domestic partnership, by former
partners of the domestic partnership by rea-
son of holding a capital or profits interest in
the domestic partnership; and

(3) The expanded affiliated group which
after the acquisition includes the entity does
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